AUTHENTICATED
U.S. GOVERNMENT
INFORMATION

GPO

U.S. Arms Control and Disarmament Agency

(3) Include a copy of the initial writ-
ten request, a copy of the letter of de-
nial, and the requester’s reasons for ap-
pealing the denial; and

(4) Be addressed to the Deputy Direc-
tor, U.S. Arms Control and Disar-
mament Agency, 320 21st Street, NW.,
Washington, DC 20451.

(c) The 30-day period for appealing a
denial begins on he date of the denial
letter. The 30-day limitation may be
waived by the Agency for good cause
shown. The Agency will consider any
request closed if, within 30 working
days after a complete or partial denial,
the requester fails to appeal the denial.

§602.41 Decision on appeal.

(a) Review and final determination
on an appeal shall be made by the Dep-
uty Director.

(b) [Reserved]

(c) Review of an appeal shall be made
on the submitted record. No personal
appearance, oral argument, or hearing
shall be permitted.

(d) The final determination on an ap-
peal from a denial shall be made by the
Deputy Director within 20 working
days of receipt of the appeal by the
Agency.

(e) If the final determination is to re-
lease the withheld material, the re-
quester will be notified immediately
and the material will be forwarded
promptly in accordance with the proce-
dure described in §602.16 for notifica-
tions of initial determinations.

(f) If the final determination is to
continue to withhold material in whole
or in part, the requester will be noti-
fied immediately of the determination,
the reasons therefore, and the right to
judicial review.

(g) All decisions will be indexed and
available for inspection and copying in
the same manner as other Agency final
orders and opinions, if any, under 5
U.S.C. 552(a)(2).

Subpart F—Annual report to the
Congress

§602.50 Requirements for annual re-
port.

(a) On or before March 1 of each cal-
endar year, ACDA shall submit a re-
port covering the preceding calendar
year to the Speaker of the House of
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Representatives and the President of
the Senate for referral to the appro-
priate committees of the Congress. The
report shall include the following in-
formation:

(1) The number of determinations
made by ACDA not to comply with re-
quests for records made to the Agency
under this part and the reasons for
each such determination;

(2) The number of appeals made by
persons under subpart E of this part,
the result of such appeals, and the rea-
son for the action upon each appeal
that results in a denial of information;

(3) The names and titles or positions
of each person responsible for the de-
nial of records requested under this
part, and the number of instances of
participation for each;

(4) The results of each proceeding
conducted pursuant to 5 U.S.C.
552(a)(4)(F), including a report of the
disciplinary action taken against the
officer or employee who was primarily
responsible for improperly withholding
records or an explanation of why dis-
ciplinary action was not taken;

(5) A copy of this part 602 and any
other rule or regulation made by ACDA
regarding 5 U.S.C. 552;

(6) A copy of the fee schedule and the
total amount of fees collected by ACDA
for making records available under this
part; and

(7) such other information as indi-
cates efforts to administer fully this
part.

(b) The FOIA Officer will be respon-
sible for preparing the report for re-
view and submission to the Congress.

PART 603—PRIVACY ACT POLICY
AND PROCEDURES

Sec.

603.1 Purpose and scope.

603.2 Definitions.

603.3 Policy.

603.4 Requests for determination of exist-
ence of records.

603.5 Requests for disclosure to an individ-
ual of records pertaining to the individ-
ual.

603.6 Requests for amendment of records.

603.7 Appeals from denials of requests.

603.8 Exemptions.

603.9 New and amended systems of records.

603.10 Fees.
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§603.1

AUTHORITY: 5 U.S.C. 552a; 22 U.S.C. 2581;
and 31 U.S.C. 9701.

SOURCE: 61 FR 51593, Oct. 3, 1996, unless
otherwise noted.

§603.1 Purpose and scope.

This part 603 contains the regula-
tions of the U.S. Arms Control and Dis-
armament Agency implementing the
provisions of the Privacy Act of 1974, 5
U.S.C. 552a. In addition to containing
internal policies and procedures, these
regulations set forth procedures where-
by an individual can determine if a sys-
tem of records maintained by the
Agency contains records pertaining to
the individual and can request disclo-
sure and amendment of such records.
These regulations also set forth the
bases for denying amendment requests
and the procedures for appealing such
denials.

§603.2 Definitions.

As used in this part:

(a) Act means the Privacy Act of 1974,
5 U.S.C. 552a.

(b) ACDA and Agency mean the U.S.
Arms Control and Disarmament Agen-
cy.

(c) Privacy Act Officer means the
Agency official who receives and acts
upon inquiries, requests for access and
requests for amendment.

(d) Deputy Director means the Deputy
Director of the Agency.

(e) Individual means a citizen of the
United States or an alien lawfully ad-
mitted for permanent residence;

(f) Maintain includes maintain, col-
lect, use, or disseminate;

(g) Record means any item, collec-
tion, or grouping of information about
an individual that is maintained by an
agency, including, but not limited to,
education, financial transactions, med-
ical history, and criminal or employ-
ment history and that contains the
name of, or the identifying number,
symbol, or other identification particu-
larly assigned to, the individual, such
as a finger or voice print or a photo-
graph;

(h) System of records means a group of
any records under the control of any
agency from which information is re-
trieved by the name of the individual
or by some identifying number, sym-
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bol, or other identification particularly
assigned to the individual;

(i) Statistical record means a record in
a system of records maintained for sta-
tistical research or reporting purposes
only and not used in whole or in part in
making any determination about an
identifiable individual, except as pro-
vided by section 8 of title 13 U.S.C.; and

(J) Routine use means, with respect to
the disclosure of a record, the use of
such record for a purpose which is com-
patible with the purpose for which it
was collected.

§603.3 Policy.

(a) It is the policy of the Agency that
only such information about an indi-
vidual as is relevant and necessary to
accomplish a purpose of the Agency re-
quired to be accomplished by statute or
by executive order of the President
shall be maintained in an Agency
record. No information about the polit-
ical or religious beliefs and activities
of an individual will be maintained
within such records unless specifically
authorized by statute or by the subject
individual, or unless pertinent to and
within the scope of a law enforcement
activity.

(b) The Agency will not disclose any
record that is contained in a system of
records to any person, or to another
agency, except pursuant to a written
request by, or with the prior written
consent of, the individual to whom the
record pertains, unless disclosure of
the record is:

(1) To those officers and employees of
the Agency who have a need for the
record in the performance of their du-
ties;

(2) Required under the Freedom of In-
formation Act, as amended (5 U.S.C.
552);

(3) For a routine use, notice of which
has been published in accordance with
the Act;

(4) To the Bureau of the Census for
purposes of planning or carrying out a
census or survey or related activity
pursuant to the provisions of title 13
U.Ss.C,;

(5) To a recipient who has provided
the Agency with advance adequate
written assurance that the record will
be used solely as a statistical research
or reporting record, and the record is

316



U.S. Arms Control and Disarmament Agency

to be transferred in a form that is not
individually identifiable;

(6) To the National Archives of the
United States as a record that has suf-
ficient historical or other value to war-
rant its continued preservation by the
United States Government, or for eval-
uation by the Administrator of General
Services or his/her designee to deter-
mine whether the record has such
value;

(7) To another agency or to an instru-
mentality of any governmental juris-
diction within or under the control of
the United States for a civil or crimi-
nal law enforcement activity if the ac-
tivity is authorized by law, and if the
head of the agency or instrumentality
has made a written request to the
Agency that maintains the record
specifying the particular portion de-
sired and the law enforcement activity
for which the record is sought;

(8) To a person pursuant to a showing
of compelling circumstances affecting
the health or safety of an individual if
upon such disclosure notification is
transmitted to the last known address
of such individual;

(9) To either House of Congress, or, to
the extent of matter within its juris-
diction, any committee or subcommit-
tee thereof, any joint committee of
Congress or subcommittee of any such
joint committee;

(10) To the Comptroller General, or
any authorized representatives, in the
course of the performance of the duties
of the General Accounting Office; or

(11) Pursuant to the order of a court
of competent jurisdiction.

(c) Except for disclosures of informa-
tion to Agency employees having need
for the information in the official per-
formance of their duties or required
under the provisions of the Freedom of
Information Act, an accurate account-
ing of each disclosure will be made and
retained for five years after the disclo-
sure or for the life of the record, which-
ever is longer. The accounting will in-
clude the date, nature, and purpose of
each disclosure and the name and ad-
dress of the person or agency to whom
the disclosure is made. Each such dis-
closure, unless made to agencies en-
gaged in law enforcement activities in
accordance with paragraph (b)(7) of

§603.4

this section, will be made available to
the individual upon request.

(d) To the greatest extent prac-
ticable, information that may result in
an adverse determination about an in-
dividual shall be collected from that
individual, and the individual will be
informed of the purposes for which the
information will be used and any
rights, benefits, and obligations with
respect to supplying the data.

(e) The Agency shall ensure that all
records that are used by the Agency to
make a determination about any indi-
vidual are maintained with such accu-
racy, relevance, timeliness and com-
pleteness as is reasonably necessary to
assure fairness to the individual. When-
ever information about an individual
contained in an Agency record is used
or disclosed, the custodian of the sys-
tem of records in which the record is
located will make every effort to en-
sure that it is accurate, relevant, time-
ly and complete.

(f) The Agency shall establish appro-
priate administrative, technical, and
physical safeguards to ensure that
records are disclosed only to those who
are authorized to have access to them
and to protect against any anticipated
threats or hazards to their security or
integrity that would result in substan-
tial harm, embarrassment, inconven-
ience, or unfairness to any individual
on whom information is maintained.

(g) Agency records pertaining to an
individual shall be made available to
that individual to the greatest extent
possible.

(h) No lists of names and addresses
will be rented or sold unless such ac-
tion is specifically authorized by law,
provided that names and addresses oth-
erwise permitted to be made public will
not necessarily be withheld when re-
quested.

(i) All requests for information under
the Privacy Act received by the Agen-
cy will be acted upon as promptly as
possible.

§603.4 Requests for determination of
existence of records.

Any individual desiring to know
whether any system of records main-
tained by the Agency contains a record
pertaining to the individual shall send
a written request to the Privacy Act
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§603.5

Officer, U.S. Arms Control and Disar-
mament Agency, 320 21st Street, NW.,
Washington, DC 20451. All requests for
determination of the existence of
records should include sufficient infor-
mation to identify the system of
records, such as its name or FEDERAL
REGISTER identifier number if known,
in addition to such identifying infor-
mation as the individual’s name and
date of birth.

§603.5 Requests for disclosure to an
individual of records pertaining to
the individual.

(a) An individual desiring access to
or copies of records maintained by the
Agency shall send a written request to
the Privacy Act Officer, U.S. Arms
Control and Disarmament Agency, 320
21st Street, NW., Washington, DC 20451.
All requests for disclosure to an indi-
vidual of records pertaining to that in-
dividual should include sufficient infor-
mation to identify the record or sys-
tem of records such as its name or FED-
ERAL REGISTER identifier number if
known, in addition to such identifying
information as the individual’s name
and date of birth.

(b)(1) Except as provided
graph (b)(2) of this section:

(i) If the individual making a written
request is not personally known to the
Privacy Act Officer or to other Agency
personnel processing the request, the
written request must include satisfac-
tory evidence that the requester is in
fact the individual to whom the re-
quested records pertain. For this pur-
pose, the Agency normally will be sat-
isfied by the receipt of the requester’s
statement of identity made under pen-
alty of perjury.

(ii) If the individual making a re-
quest in person is not personally
known to the Privacy Act Officer or to
other Agency personnel processing the
request, the requester must present
two identification documents (at least
one of which must bear the requester’s
picture) containing the individual’s
signature and other suitable evidence
of identity. Examples of acceptable evi-
dence are a driver’s license, passport,
employee identification card, or mili-
tary identification card.

(2) Evidence that the requester is in
fact the individual to whom the re-

in para-
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quested records pertain is not required
for information that would be required
to be made available to a third party
under the Freedom of Information Act
(5 U.S.C. 552).

(c)(1) Access to or copies of records
requested pursuant to this section
shall be furnished except as provided in
paragraph (c)(3) of this section:

(i) To an individual making a request
in person, upon verification of personal
identity as required in paragraph (b) of
this section, to that individual, and if
the individual is accompanied by any
other person, upon the individual’s re-
quest, to that person, except that the
Agency may require the individual to
furnish a written statement authoriz-
ing disclosure of the individual’s record
in the presence of the accompanying
person.

(if) To an authorized representative
or designee of an individual, if the indi-
vidual has provided verification of per-
sonal identity as required in paragraph
(b) of this section, and submits a
signed, notarized statement authoriz-
ing and consenting to access or disclo-
sure to the representative or designee.

(iii) To a physician authorized by a
signed, notarized statement made by
the individual making the request, in
the event that the records requested
are medical records of such a nature
that the Privacy Act Officer has deter-
mined that the release of such medical
information directly to the requester
could have an adverse effect on the re-
quester. The individual making the re-
quest must also provide verification of
personal identity as required in para-
graph (b) of this section.

(2) Access to records or copies of
records requested shall be furnished as
promptly as possible.

(3) Access to or copies of records re-
quested pursuant to this section shall
not be granted if:

(i) The individual making the request
does not comply with the requirements
for verification of personal identity as
required in paragraph (b) of this sec-
tion; or

(if) The records are exempt from dis-
closure pursuant to §603.8.
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8§603.6 Requests for amendment of

records.

(a) An individual may request amend-
ment of a record pertaining to that in-
dividual by sending a written request
to the Privacy Act Officer, U.S. Arms
Control and Disarmament Agency, 320
21st Street, NW., Washington, DC 20451.
The request should identify the record
sought to be amended, specify the pre-
cise nature of the requested amend-
ment, and state why the requester be-
lieves that the record is not accurate,
relevant, timely or complete.

(b) Not later than ten (10) days after
receipt of such request (excluding Sat-
urdays, Sundays and legal holidays),
the Privacy Act Officer shall promptly:

(1) Make any correction of any por-
tion of the record pertaining to the in-
dividual which the Agency considers
appropriate; and

(2) Inform the requester in writing of
the action taken by the Agency, of the
reason for refusing to comply with any
portion of the request, and of the pro-
cedures established by the Agency to
consider requests for review of such re-
fusals.

() The Privacy Act Officer will
refuse to amend a record if the infor-
mation therein is deemed by the Agen-
cy:

(1) To be relevant and necessary to
accomplish a purpose of the Agency re-
quired to be accomplished by statute or
by executive order of the President;
and

(2) To be maintained with such accu-
racy, relevance, timeliness and com-
pleteness as is reasonably necessary to
assure fairness to the individual in
making any determination about the
individual; and

(3) Not to describe how the individual
exercises rights guaranteed by the
First Amendment unless expressly au-
thorized by statute or by the individual
about whom the record is maintained.

(d) When the Privacy Act Officer
agrees to amend a record, written no-
tice that the record has been amended
and the substance of the amendment
will be sent to the last known address
of all previous recipients of that record
shown in Agency’s Privacy Act Re-
quests File.

§603.8

8§603.7 Appeals from denials of re-
quests.

(a) An individual who disagrees with
the refusal of the Privacy Act Officer
to disclose or amend a record may re-
quest a review of such refusal within 30
days of receipt of notice of the refusal.
Such request should be addressed to
the Deputy Director, U.S. Arms Con-
trol and Disarmament Agency, 320 21st
Street, NW., Washington, DC 20451, and
should include a copy of the written re-
quest that was refused, a copy of the
denial complained of, and reasons for
appeal from the denial.

(b) Review shall be made by the Dep-
uty Director on the submitted record.
No personal appearance, oral argu-
ment, or hearing shall be permitted.

(c) Review will be completed and a
final determination made not later
than 30 days (excluding Saturdays,
Sundays and legal holidays) from the
date on which the request for such re-
view is received. This 30-day limitation
may be extended, at the discretion of
the Agency for good cause shown. The
requester will be notified in writing of
the Agency’s final determination.

(d) If, after completion of the review,
the Deputy Director also refuses to dis-
close or amend the record as requested,
the notice to the individual will advise
the individual of the right to file with
the agency a concise statement setting
forth the reasons for disagreement
with this refusal.

(e) When an individual has filed with
the Agency a statement of disagree-
ment following a refusal to amend the
record as requested, the Agency will
clearly note that portion of the record
that is disputed and will send copies of
the statement of disagreement to the
last known address of all previous re-
cipients of the disputed record shown
in the Agency’s Privacy Act Requests
File.

§603.8 Exemptions.

(a) As authorized by the Act, the fol-
lowing categories of records are hereby
exempted from the requirements of
sections (c)(3), (d), (e)(®) (G), (H) and
(1), and (f) of 5 U.S.C. 552a, and will not
be disclosed to the individuals to which
they pertain:

(1) System of Records of ACDA-4—
Statements by Principals during the
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§603.9

Strategic Arms Limitation Talks, Mu-
tual Balanced Force Reduction nego-
tiations, and the Standing Consult-
ative Committee. This system contains
information classified pursuant to Ex-
ecutive Order 12958 that is exempt from
disclosure by the Act (5 U.S.C.
552a(k)(1)) in that disclosure could
damage national security.

(2) System of Records ACDA-3—Secu-
rity Records. This system contains in-
vestigatory material compiled for law
enforcement purposes which is exempt
from disclosure by the Act (5 U.S.C.
552a(k)(2)): Provided, however, that if
any individual is denied any right,
privilege, or benefit to which the indi-
vidual would otherwise be entitled by
Federal law, or for which the individ-
ual would otherwise be eligible, as a re-
sult of the maintenance of such mate-
rial, such material will be provided to
such individual, except to the extent
that disclosure of such material would
reveal the identity of a source who fur-
nished information to the Government
under an express promise that the iden-
tity of the source would be held in con-
fidence, or, if furnished to the Govern-
ment prior to September 27, 1975, under
an implied promise that the identity of
the source would be held in confidence.

(3) Systems of Records ACDA-3—Se-
curity Records. This system contains
investigatory materials compiled sole-
ly for the purpose of determining suit-
ability, eligibility, or qualifications for
Federal civilian employment, military
service, Federal contracts, or access to
classified information which is exempt
from disclosure by the Act (5 U.S.C.
552a(k)(5)), but only to the extent that
disclosure of such material would re-
veal the identity of a source who fur-
nished information to the Government
under an express promise that the iden-
tity of the source would be held in con-
fidence, or, if furnished to the Govern-
ment prior to September 27, 1975, under
an implied promise that the identity of
the source would be held in confidence.

(b) Nothing in these regulations shall
be construed to allow an individual ac-
cess to:

(1) Any information compiled in rea-
sonable anticipation of a civil action or
proceeding; or

(2) Testing or examination material
used solely to determine individual
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qualification for appointment or pro-
motion in the Federal Service, the dis-
closure of which would compromise the
objectivity or fairness of the testing or
examination process.

§603.9 New and amended systems of
records.

(@) The Agency shall provide ade-
gquate advance notice to Congress and
to the Office of Management and Budg-
et of any proposal to establish or alter
any system of records. Such notice
shall be in a form consistent with guid-
ance on content, format and timing
issued by the Office of Management
and Budget.

(b) The Agency shall publish by Au-
gust 31 of each year in the FEDERAL
REGISTER a notice of the existence and
character of each system of records
maintained by the Agency. Such notice
shall be consistent with guidance on
format contained in the Act and issued
by the General Services Administra-
tion. At least 30 days before any new or
changed routine use of records con-
tained within a system of records can
be made, the Agency shall publish no-
tice of such new or changed use in the
FEDERAL REGISTER.

§603.10 Fees.

Fees to be charged in responding to
requests under the Privacy Act shall
be, to the extent permitted by para-
graph (f)(5) of the Act, the rates estab-
lished in title 22 CFR 602.20 for re-
sponding to requests under the Free-
dom of Information Act.

PART 604—ADMINISTRATIVE
CLAIMS UNDER THE FEDERAL
TORT CLAIMS ACT

Sec.
604.1
604.2
604.3
604.4

Definitions.

Scope of regulations.

Exceptions.

Administrative claim; when presented.

604.5 Administrative claim; who may file.

604.6 Administrative claim; evidence and in-
formation to be submitted.

604.7 Authority to adjust, determine, com-
promise and settle.

604.8 Limitation on Agency authority.

604.9 Referral to the Department of Justice.

604.10 Investigation and examination.

604.11 Limitations.

604.12 Signatures.
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